Avoiding Identity Theft, its Impacts

Resources and contacts
The following information will help you report identity theft.

Credit-Reporting Bureaus. If you have been the victim of

identity theft, report the crime to all three credit bureaus’ fraud
departments and ask that a “fraud alert” be placed on your file so
that no new credit will be granted without your express permission.

Equifax

Fraud Line: (800) 525-6285

Address: P.O. Box 740250, Atlanta, GA 30374
To order your credit report: (800) 685-1111 or
P.O. Box 74024, Atlanta, GA 30374

Web site: www.equifax.com

Experian

Fraud Line: (888) 397-3742

Address: P.O. Box 9595, Allen, TX 75013

To order your credit report: (888) 397-3742 or
P.O. Box 2104, Allen, TX 75013

Web site: www.experian.com

Trans Union

Fraud Line: (800) 680-7289

Address: P.O. Box 6790, Fullerton, CA 92634
To order your credit report: (800) 888-4213 or
P.O. Box 390, Springfield, PA 19064

Web site: www.transunion.com

Social Security Administration

Report a stolen or fraudulently used Social Security number to

the Social Security Administration. If you're concerned your SSN is being
used in employment fraud, check your Earnings and Benefits Statement.
In some cases, the agency may be willing to change your number.

Fraud Line: (800) 269-0271

Earnings and Benefits Statement line: (800) 772-1213

Web site: www.ssa.gov

Federal Trade Commission
The FTC's Identity Theft Clearinghouse compiles data on complaints and

helps victims resolve financial and other problems created by identity theft.

If you've been a victim, you can file a complaint by contacting the agency
by phone, by mail, or via its Web site.
Fraud Line: (877) 438-4338
Address: FTC Identity Theft Clearinghouse
600 Pennsylvania Ave. NW
Washington, DC 20580
Web site: www.ftc.gov
You can also order an ID Theft Affidavit form to use in reporting the theft
at the central Web site on identity theft that the FTC maintains.
Web site: www.consumer.gov/idtheft/affidavit.htm

Federal Reserve Board

The Fed makes copies of its Identity Theft booklet and video
“Identity Theft: Protect Yourself” available free on its Web site.
www.bos.frb.org/consumer/identity/index.htm

D.A. Davidson & Co.
Statement of Financial Condition
Available for Review

Obtain a free copy of D.A. Davidson’s
September 24, 2004 Statement
of Financial Condition
by visiting our Web site at
www.davidsoncompanies.com,
by calling 1-800-332-5915,
or by contacting your
financial consultant.

D.A. Davidson & Co. (the Company) is
subject to the Uniform Net Capital Rule
pursuant to the Securities Exchange Act
of 1934. Under the Alternate Requirement,
the Company is required to maintain a
Net Capital amount in excess of 2% of
the aggregate debit balances arising from
customer transactions, as defined.

At September 24, 2004, the Company’s
Net Capital of $41,014,428 was 40.23%
of aggregate debit balances and

exceeded required capital of

$2,039,238 by $38,975,190.

Davidson Companies will soon be
launching a brand new client Web site
with even better tools, resources and
navigation. To protect your personal
information and provide you with
added security, you will be required

to re-register to gain access to the site.
Please take the time to note your account
numbers so they are handy when you
re-register. We at Davidson Companies
think you'll be delighted with the site's
enhanced features when the conversion
to the new site is made for the New Year.
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Source: Securities Industry Association
and its members

Minimize your risk

Davidson Companies and the entire securities industry
go to great lengths to protect our clients’ personal
financial information. Firms must follow strict
regulatory standards to:

e ensure the security and confidentiality of
clients’ information;

e guard against any anticipated threats or hazards
to the security or integrity of such records; and,

* protect against unauthorized access to any
personal information that may harm or
inconvenience the client.

The industry protects individuals against fraud by
precisely monitoring client financial information to
detect where and when fraud may occur.

With the costly crime of identity theft on the upswing

across the United States, it pays to take some simple *  Never give out account or Social Security numbers,
precautions to reduce thieves’ access to your personal data. unless you initiate a call or order and have a trusted
business relationship with the company. If your state
uses your Social Security number on your license,
request a different number.

¢ To minimize what thieves can steal, reduce what you
carry in your wallet and purse. Keep extra credit cards,
checks, your Social Security card, birth certificate,
and passport in a safe place at home. Never keep e Ignore all phone calls and emails from unknown
PIN numbers or passwords in your wallet. solicitors seeking pertinent personal household data,
including names, addresses, Social Security numbers,

e Keep a list or photocopy of all credit cards, bank
and account numbers.

accounts, account numbers, and customer service
phone numbers in a secure place, so you can quickly e Always keep all credit and debit card receipts with you.
contact creditors and banks in the case of theft. Do not toss them in a public trash container.

Continued on page 2
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Mail all payments from locked mailboxes to reduce the risk that checks and other identifying information may be stolen.
Cancel all unused credit cards and bank accounts. ]

Shred or destroy any information that a thief could use to establish an identity in your name, including documents
that list your Social Security number and financial account numbers. It is also a good idea to destroy all pay stubs
and pre-approved credit offers, credit card receipts, and utility and phone bills. Dumpster divers use such
information to establish new accounts.

If you are expecting a new credit or debit card that doesn't arrive, or you notice that credit card or bank mail
has been opened and resealed, contact the bank immediately.

Obtain your credit report at least annually from the three credit-reporting agencies. This is now free in 13 western states.
When your annual Social Security Earnings and Benefits Statement arrives, check for employment fraud.

Don't leave important identifying documents lying around at home or at work. A growing number of victims report knowing
the thieves, who may include neighbors, co-workers, or household help such as a repair person or healthcare worker.

How to file a complaint BANKS. If checks are stolen, call your bank to cancel

. . outstanding checks and get a new account number.
Sometimes, despite your best efforts, you may be

victimized by identity bandits. If that happens, swift CREDIT BUREAUS. Report 'the crirng to each 'Of the
action can minimize the damage. _— three credit-reporting agencies, ask

Here's a list of the most important that fraud alerts be put in your file and
steps to take. We've also write a victim's statement for inclusion

compiled a list of contact in each of your reports to further warn
phone numbers and addresses. creditors not to issue new credit without

Following are the people, companies, your permission.

and organizations to contact SOCIAL SECURITY ADMINISTRATION.
immediately when you believe If your Social Security number is stolen,
your ID has been compromised: be sure to report the theft to the SSA and
order a copy of your Personal Earnings and
Benefits Statement to check for fraudulent
employment activity.

MOTOR VEHICLE DEPARTMENT. If your
driver's license is stolen, report it and put
a fraud alert on your file. If someone is
using your license number to commit
fraud, be sure to change the number.

PHONE COMPANY. If your long-distance
calling card is stolen or there are fraudulent

POLICE. File a report with the police
immediately —and obtain a written
copy for distribution to banks,
creditors, or insurance companies
that may request proof of the crime.
While some jurisdictions don't
customarily provide written reports,
it is essential to obtain one since the
credit bureaus will require the report
before they remove disputed

information from your credit report. = ' charges on your bill, report the theft
CREDITORS. 1f your wallet or purse is stolen, cancel all immediately. Be certain to cancel the account and open
credit, debit, and ATM cards immediately and get new a new one. You can also obtain a password that will block
cards with different card numbers. thieves from charging products and services to your account.
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U.S. POSTAL SERVICE. Notify
your local postmaster if you
suspect that thieves have
filed address-change forms
or are using the mail to
commit fraud. If any
change-of-address forms
have already been filed by
the thief, request in writing
that the local postmaster
forward all mail to your address
(this may minimize damage if the
thief has ordered credit cards or checks
in your name and not yet received them).
For information, call the U.S. Postal Service at (800) 275-8777
or visit its Web site: www.usps.gov/websites/depart/inspect.
PASSPORT OFFICE. Whether you had a passport or not,
write the Passport Office to alert them that thieves may

attempt to fraudulently obtain a passport in your name
by using stolen data.

FEDERAL TRADE COMMISSION. File a complaint with
the FTC and obtain a copy of its ID Theft Affidavit, a
standardized five-page form accepted by most companies
for purposes of describing the theft.

LOCKSMITH. If your home, car, or office keys are stolen,
have new locks installed.

Tips to speed recovery after identity theft

FLAG YOUR CREDIT. When you call the credit bureaus,
be sure to ask that your file be flagged at each bureau with
a fraud alert. It's also important to ask how long the fraud
alert will stay in place and how you can extend it if
necessary (seven years is usually the maximum). In some
cases, credit thieves attempt to use the identities they steal
for long periods of time. You'll also want to include a
victim's statement to explain that your stolen ID is being
used to apply for credit fraudulently. Ask the bureaus to

call you to verify all applications. For maximum effectiveness,

include your phone number.

BE ALERT. Keep a watchful eye on your credit reports to
detect any fraudulent activity. Remember you are entitled

to a free credit report if you are a victim of fraud, have been

denied credit in the past 60 days, receive welfare benefits,
or are unemployed.

DISPUTE, DISPUTE. When you provide a police report
to the credit bureaus, they are mandated to remove the
fraudulent accounts from your file. In addition, ask the
credit bureaus for the names and phone numbers of the
credit providers that have granted credit to the ID thieves
and contact them. You should also ask the credit bureaus
to notify all companies that have ordered your credit
report in the past six months that your ID has been stolen
(they are required to go back two years, when potential
employers make inquiries).

CONTACT CREDITORS. Call and write all creditors with
whom your name has been used fraudulently. If the
creditors don't accept a copy of the FTC's ID Theft
Affidavit, you may have to fill out one of theirs.

But there is no law requiring that you notarize the
affidavits at your expense. Replace old accounts and ask
that they be processed as “account closed at consumer’s
request,” instead of “card lost or stolen,” to ensure that
future creditors don't hold the theft against you. Monitor
mail and bills for any new fraudulent activity and report
it immediately.

A STRATEGY FOR STOLEN CHECKS. If checks are stolen,
make sure to report the incident to the appropriate
check-verification companies (Remember: Different
stores and restaurants use different services). It's also
important to cancel your accounts and get new numbers.
Don't forget to put “stop payments” on all
outstanding checks.

Check Verification Companies =

766-2748

CheckRite (800)

International Check Services ~ (800) 631-9656
ChexSystems (800) 428-9623
National Processing Co. (800) 526-5380
CrossCheck (800) 552-1900
SCAN (800) 262-7771
Equifax (800) 437-5120
TeleCheck (800) 710-9898
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